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Abstract of the contribution: This p-CR proposes a partial Key Issue #4 Evaluation and Conclusion. The p-CR proposes a sub-clause that only evaluates the O-SNPN discovery aspects of the Key Issue #4 solutions and a partial conclusion that is based on the evaluation. 
1
Discussion

This p-CR proposes a partial Key Issue #4 Evaluation and Conclusion. The p-CR proposes a sub-clause that only evaluates the O-SNPN discovery aspects of the Key Issue #4 solutions and a partial conclusion that is based on the evaluation.
2
Proposal

This contribution proposes to implement the following updates to TR 23.700-07 v0.4.0.
* * * Start of Change 1 – All New Text * * *

7.x
Key Issue #4: UE Onboarding and remote provisioning
7.x.1
Discovery of the Onboarding Network 
This clause evaluates only the O-SNPN discovery aspects of the Key Issue #4 solutions. The following points from Key Issue #4 are particularly relevant to discovery of the onboarding network:

· How does the UE discover and select the onboarding SNPN before UE NPN credentials and other information to enable UE to get 3GPP connectivity are provisioned.
· Before the UE onboarding process there should be information in the UE for it to be "uniquely identifiable and verifiably secure".
· A TE might not have an interface that can be used to provision the MT
· This key issue covers devices with and without a UICC.
Observation 1: Several Key Issue #4 solutions describe a “Manual” network selection mode where the user selects an O-SNPN from a list or enters an O-SNPN ID using some interface on the UE. Once the network name is selected, or entered, the UE begins a network selection procedure based on the selected, or entered O-SNPN ID. It is observed that, that this type of “Manual” network selection mode is not possible if the TE does not have an interface that can be used to provision the MT (e.g. the UE is a small IoT device). No solutions preclude a manual configuration option in situations where the TE does have an interface that can be used to provision the MT.
Proposal 1: It can be concluded that a “Manual” network selection can be assumed in many cases, but it is not sufficient in all cases (e.g. if the TE does not have an interface that can be used to provision the MT). In the normative phase, it should be assumed that, in scenarios where the TE does have an interface that can be used to provision the MT, it may be possible for the user to provide discovery information to the UE (e.g. an O-SNPN ID). Once the network name is selected, or entered, the UE begins a network selection procedure based on the selected, or entered O-SNPN ID.
Observation 2: Several Key Issue #4 solutions describe an “Automatic” network selection mode where the UE selects an O-SNPN based on some pre-configured information. In some solutions, this “Automatic” network selection can address the issue of how the UE discovers and selects the onboarding SNPN before the UE is manually provisioned with an O-SNPN ID. However, some solutions assume that the pre-configured information includes the O-SNPN network ID. A solution that assumes that O-SNPN ID is part of the pre-configured information would not address the case where the O-SNPN ID is not known at the time of manufacturing (unless “Manual” network selection is possible). However, “Manual” network selection is not always possible (e.g. in cases where the TE does have not an interface that can be used to provision the MT).
Proposal 2A: It can be concluded that some type of “Automatic” network selection mode is needed for the case where the TE does not have an interface that can be used to provision the MT.

Proposal 2B: In some cases “Automatic” network selection mode can be based on pre-configured information  and the pre-configured information can include the O-SNPN network ID (e.g. when the O-SNPN network ID is known at the time of manufacturing). 
Proposal 2C: In order to support the case where the UE is not pre-configured with the O-SNPN ID at the time of manufacturing, “Automatic” network selection mode needs to support the case where the pre-configured information does not include the O-SNPN network ID (e.g. when the O-SNPN network ID is known at the time of manufacturing).
Observation 3: Solutions 36 and 40 do not address discovery. Solution 27 also does not address how the UE discovers the onboarding network; Solution 27 leaves the discovery details FFS. 
Proposal 3: In terms of how to address the O-SNPN discovery aspects of Key Issue #4, Solutions 27, 36 and 40 should not be considered for normative work.

Observation 4: Solutions 7, 28, 32, 33, 34, 38, and 39 assume that the UE has a PLMN subscription and the PLMN is the onboarding network. This is valid option, but it only addresses a subset of use cases that need to be addressed by Key Issue #4. Furthermore, these solutions require no specification changes in terms of how the UE performs network discovery. It is noted that these solutions do not address devices without a UICC and do not address the case where the UE needs to discover and select the onboarding SNPN before initial access data is provisioned.
Proposal 4: Solutions 7, 28, 32, 33, 34, 38, and 39 rely on the UE having a PLMN subscription and UICC, and do not address how a UE, with no UICC or pre-configured network ID, can discover and select the onboarding SNPN. Thus, in terms of how to address the O-SNPN discovery aspects of Key Issue #4, Solutions 7, 28, 32, 33, 34, 38, and 39 should not be considered for normative work.

Solution 6 states that “network selection can be manual, if a user selects a network from a list of available networks, or automatic, e.g. if the UE is provisioned with a list of PLMN IDs and NIDs to connect to.” It is observed that this solution requires the UE to be provisioned with an O-SNPN ID (PLMN ID and NID). Thus, this solution does not address the scenario where the UE needs to discover and select the onboarding SNPN before initial access data is provisioned and the TE does not have an interface that can be used to provision the MT.

Solution 30 states that “The UE either manually or automatically (if the UE is configured with initial access data) discovers and selects the O-SNPN based on the broadcasted information.” The automatic case assumes that the UE is provisioned with initial access data, thus it does not address the case where the UE needs to discover and select the onboarding SNPN before UE NPN credentials and other information to enable UE to get 3GPP connectivity are provisioned. The case where initial access data is entered manually does not address the case where the TE does not have an interface that can be used to provision the MT. Thus, this solution does not address the scenario where the UE needs to discover and select the onboarding SNPN before initial access data is provisioned and the TE does not have an interface that can be used to provision the MT.
Solution 31 says that the UE may be configured with a default configuration at manufacturing. The default configuration can include a PLMN ID+NID, Priority, and Subscribed SO ID. The UE discovers the O-SNPN by looking for a network that is broadcasting the a PLMN ID+NID, Priority, and Subscribed SO ID that is part of its default configuration at manufacturing. It is observed that this solution requires the UE to be provisioned with an O-SNPN ID (PLMN ID+NID). Solution 31 does not address the case where thee PLMN ID+NID, Priority, and Subscribed SO ID are not known at the time of manufacturing.
Solution 35 says that the UE discovers the onboarding network based on information that is broadcasted by RAN (i.e. step 1 of clause 6.35.3). However, solution 35 does not explain how the UE knows what broadcast information discover (i.e. it is not explained how the UE knows what the RAN will broadcast) and the content of this broadcast is not explained.
Solution 37 proposes that the UE can optionally be provisioned with default information which includes an “optional list of onboarding SNPNs.” This solution seems to assume that the UE can be manually configured to discover the O-SNPN or can be pe-configured with an O-SNPN identity. Thus, this solution does not address the scenario where the UE needs to discover and select the onboarding SNPN before initial access data is provisioned and the TE does not have an interface that can be used to provision the MT.
Observation 5: Solutions 6, 30, 31, 35, and 37 do address network discovery for cases where the UE does not have PLMN subscription. In other words, they provide some type of automatic mode. However, solutions 6, 30, 31, 35 and 37 do not handle the case where the UE is not pre-configured with network selection parameters for the O-SNPN in automatic mode. Thus, these solutions do not support the case where the pre-configured information does not include the O-SNPN network ID and the TE does not have an interface that can be used to provision the MT. For example:

· Solution 6 says that in automatic mode, the UE is provisioned with a list of PLMN IDs and NIDs to connect to.

· Solution 30 says that in automatic mode, it is assumed that the UE is configured with initial access data.
· Solution 31 says that the default configuration needs a PLMN ID+NID.

· Solution 35 does not explain how the UE knows what broadcast information discover.

· Solution 37 requires an optional list of onboarding SNPNs to be provisioned.

Proposal 5: Solutions 6, 30, 31, 35, and 37 do not handle the case where the pre-configured information does not include the O-SNPN network ID and the TE does not have an interface that can be used to provision the MT. Thus, in terms of how to address the O-SNPN discovery aspects of Key Issue #4, Solutions 6, 30, 31, 35, and 37 should not be considered for normative work.

Solution 5 states that the “UE selects the O-SNPN based on information broadcasted by the O-SNPN and registers to it for onboarding service to obtain connectivity to the Provisioning Server. If the UE is not configured with network selection parameters for O-SNPN, the O-SNPN may be manually selected, or the UE may randomly select a network that's available and supports onboarding functionalities.”

Solution 29 says that the UE may be configured with a default configuration at manufacturing. The default configuration can include a default UE credentials, a default device Identifier, and a temporary Network Identifier/Network readable name for Onboarding. The UE discovers the O-SNPN by looking for a network that is broadcasting the temporary Network Identifier/Network readable name for Onboarding that is part of its default configuration at manufacturing. Solution 29 explains that OAM procedures can be used to configure the RAN to broadcast the temporary Network Identifier/Network readable name for Onboarding that the UE will attempt to discover. OAM procedures can be used to provide the Onboarding Network with time and area information that the O-SNPN can use to determine when and where to broadcast the temporary Network Identifier/Network readable name for Onboarding that the UE will attempt to discover.
Observation 6A: Only solutions 5 and 29 support the scenarios where the pre-configured information does not include the O-SNPN network ID and the TE does not have an interface that can be used to provision the MT. Both solution 5 and solution 29 are based on the idea that the network broadcasts some indication so that the UE knows it can attempt to onboard with the network. However, in solution 5 the network broadcasts an indication that it supports onboarding functionalities. In Solution 29, the network broadcasts an ID that the UE is looking for (e.g. an ID that came with the UE’s packaging).  
If the UE is not pre-configured with network selection parameters and manual selection is not possible, Solution 5 states that “the UE may randomly select a network that's available and supports onboarding functionalities.” This approach presents a security risk; the proposal allows the UE to randomly connect to a network based only on the network’s indicated support for the feature. An illegitimate network could broadcast support for the feature in order to entice devices to connect and the UE would provide the network device-specific information e.g. its default UE credential and corresponding identity (SUPI) before the UE determines that it has contacted the wrong network. Even if the UE connects to a legitimate network, it might not be a network that can onboard the UE. In such a scenario, the solution does not explain how the UE and network determine that the onboarding process cannot proceed.
Observation 6B: Solution 5 may present security issues and does not explain how the UE and network determine that the onboarding process cannot proceed.
Proposal 6: In terms of how to address the O-SNPN discovery aspects of Key Issue #4, Solution 5 should not be considered for normative work.

Observation 7: Only solution 29 describes an automatic mode discovery option where the UE can discover the O-SNPN without being pre-provisioned with the O-SNPN ID and, at the same time, describes how to prevent the UE from attempting to connect to the wrong network.
Proposal 7: In the normative phase, solution 29 should be used as the basis for discovery of the O-SNPN in automatic mode.
* * * Start of Change 2 – All New Text * * *

8.x
Key Issue #4: UE Onboarding and remote provisioning
For Key Issue #4, in terms of network discovery, “Manual” network selection can be assumed in many cases, but it is not sufficient in all cases (e.g. if the TE does not have an interface that can be used to provision the MT). In the normative phase, it should be assumed that, in scenarios where the TE does have an interface that can be used to provision the MT, it may be possible for the user to manually provide discovery information to the UE (e.g. an O-SNPN ID). In cases where the TE does have an interface that can be used to provision the MT, an “Automatic” network selection mode is needed. Thus, it is concluded that: 
· A “Manual” network selection mode will be supported, and

· In the “Manual” network selection mode the user selects an O-SNPN from a list or enters an O-SNPN ID using some interface on the UE. Once the network name is selected, or entered, the UE begins a network selection procedure based on the selected, or entered O-SNPN ID
· An “Automatic” network selection mode will be supported, and

· In cases where the O-SNPN ID is known at the time of manufacturing, “Automatic” network selection mode can be based on pre-configured information and the pre-configured information can include the O-SNPN network ID, and
· In cases where the O-SNPN ID is not known at the time of manufacturing, “Automatic” network selection mode also needs to support the case where the pre-configured information does not include the O-SNPN network ID. In order to support this scenario, it is concluded that solution 29 will be used as the basis for “Automatic” network selection mode.
Editor’s Note: This is a partial conclusion that only addresses discovery of the O-SNPN
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